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IHOJIMTUKA
B OTHOLLICHMH 00pa0OTKHU NEePCOHAIBbHBIX JAHHBIX

1 O0mue mMoJI0KeHu s

1.1 TepmunbI 1 onpeneieHUs

1.1.1 IlepconanbHble gaHHBIC - JT100ast HHGOPMAIHSI, OTHOCAIIAACS K MPSIMO MIIM KOCBEHHO
OIpEeIeIEHHOMY WJIH onpesesieMoMy (pru3rnueckoMy JULy (CyObEeKTY MEPCOHANbHbBIX JAHHBIX ).

1.1.2 Oneparop - rocynapCTBEHHbIH OpraH, MYHHULUIAIbHBIA OpraH, OPUINYECKOE WU
(u3NYECKOE JINII0, CAMOCTOSITENIbHO MJIM COBMECTHO C JPYIMMHM JIMLIAMU OpraHU3yHoIIMe U (WIn)
OCYILECTBIIAOLINE 00paObOTKY MEPCOHAIBHBIX JAaHHBIX, a TaK)Ke ONpeleNionue eau o0paboTKu
HEPCOHAIbHBIX [JaHHbBIX, COCTaB IIEPCOHAIbHBIX JaHHBIX, HOJUIeXKAlMX 00paldoTke, necTBUsA
(oneparnuu), coBeplIaeMble ¢ IEPCOHATBHBIMU IaHHBIMHU.

1.1.3 O6paboTka NepcoOHANBHBIX JAHHBIX - T000€ JeHCcTBUE (Onepalus) Uil COBOKYITHOCTh
neicTBuil (omepaumii), COBEpIIAEMBIX C MCIIOJIB30BAaHUEM CpPEACTB aBTOMaTH3alMU Wi 0e3
UCIOJIb30BAaHUsl TAKUX CPEJICTB C IE€PCOHAJIbHBIMU JIAaHHBIMM, BKIIOYas cOOp, 3aluch,
CHCTEMAaTH3allMI0, HAKOIUICHHE, XpaHEHHe, yTouHeHHe (OOHOBIIEHHE, W3MEHEHHE), M3BJICUCHHE,
UCIIOJIb30BaHUE, Tiepeaady (pacrpocTpaHeHHUe, IMPEAOCTaBlICHUE, JOCTYI), OO€3JIMYMBAHHUE,
0JI0KMpOBaHUE, y/IaleHUEe, YHUUTOKEHUE MEPCOHATIbHBIX IaHHBIX.

1.1.4 ABTOMaTH3MpOBaHHAs 00pabOTKa NEPCOHANBHBIX JaHHBIX - 00pa0OTKa NEPCOHATBHBIX
J@HHBIX C TOMOIIBIO CPEJICTB BBIUNCIUTEIbHOU TEXHUKH.

1.1.5 PacnipocTpaHeHHe NEpCOHANbHBIX JAHHBIX - JEHCTBUS, HAIIPaBICHHBIE HA PACKPBITHE
NEPCOHAIBHBIX JaHHBIX HEONPEAECICHHOMY KpYTY JIULI.

1.1.6 IlpenocTaBieHne NepcoOHANbHBIX JAHHBIX - JIEHCTBUS, HAIIPABJIEHHbIE HA PACKPBITHE
NEPCOHAIBHBIX JJAaHHBIX ONPEEICHHOMY JIUILY WIH ONPEEIEHHOMY KpYTy JIHI.

1.1.7 briokupoBaHMe NEPCOHAIBHBIX MJAHHBIX - BpPEMEHHOE IMpeKpalleHue 0o0paboTKU
NEePCOHAIBHBIX JaHHBIX (32 UCKIIOYEHUEM CIIy4yaeB, eciii o0paboTka HeoOXoauma JUisl yTOUHEHUS
NIEPCOHAIBHBIX JaHHBIX).

1.1.8 YHuuTOXEHNE NEPCOHANBHBIX TAHHBIX - JEHCTBUS, B PE3YJITATE KOTOPBIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTAHOBUTH COJIEp’KaHHE MEPCOHAIBHBIX TaHHBIX B MH(POPMALMOHHON cucTeMe
NIEPCOHAIBHBIX JAHHBIX U (WJIN) B pe3yJIbTaTe KOTOPBIX YHUUYTOXKAIOTCSA MaTepUalbHble HOCUTEIN
NEPCOHAIBHBIX JTaHHBIX.

1.1.9 OGe3nuuuBaHMe NEPCOHAIBHBIX JaHHBIX - JACWCTBUS, B pE3yJbTaTe KOTOPBIX
CTAaHOBHUTCS HEBO3MOXKHBIM 0€3 HCIOJb30BaHUS JIOMOJHUTEIbHOM HWHPOpPMAIMN ONPEIeNIUTh
MPUHA]JIEKHOCTD [EPCOHATBHBIX TAHHBIX KOHKPETHOMY CyOBEKTY MEPCOHATbHBIX JIaHHBIX.

1.1.10 MudopmaiimoHHas cucteMa nepcoHaibHbIX JAHHBIX - COBOKYITHOCTb CO/AEPIKAIUXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U OOECIEYMBAIOIIUX UX 00pabOTKy MH(POPMAIMOHHBIX
TEXHOJIOTHI U TEXHUUECKUX CPEACTB.



1.1.11 TpaHcrpanuuHas nepenada NEPCOHAIBHBIX MAAHHBIX - Iepelada IMEepPCOHAIbHBIX
JAHHBIX HA TEPPUTOPHIO MHOCTPAHHOI'O T'OCYAApPCTBA OpraHy BJIACTH MHOCTPAHHOI'O T'OCYAAapCTBa,
MHOCTPAaHHOMY (pU3MUYECKOMY JIMILY MJIM HHOCTPAHHOMY FOPUAMYECKOMY JIHILY.

1.2 Ha3naueHue u npaBoBasi OCHOBA JIOKyMEHTA

1.2.1 TlonuTrka ompeaessieT CUCTEMY B3IUIAJOB Ha MpobieMy olecriedeHus 0€30MacHOCTH
NEPCOHAIBHBIX JAaHHBIX U MPEACTaBIsAET COOOM CHCTEMAaTU3MPOBAHHOE M3JI0KEHME LIEeJIeH U 3a1a4y
3alUThl, KaK OJHO WJIM HECKOJBKO IpaBWJ, MPOLEIYpP, TPAKTUYECKUX MPUEMOB U PYKOBOISALIUX
MPUHIMIIOB B 00JIACTH HMH(OPMAIIMOHHOW OE€30MaCHOCTH, KOTOPBIMH DPYKOBOJCTBYETCS YaCTHOE
o0Opa3oBaTeNbHOE YUpeXJEHUE BBICHIEr0 o0pa3oBaHus «BocTouHas HSKOHOMHUKO-IOpUAMYECKAs
TyMaHUTapHas akazeMus» (nainee — Akxazemusi)) B CBOEH JEATEIbHOCTH, a TaKXE€ OCHOBHBIX
INPUHIUIIOB TOCTPOEHUS, OPraHU3ALMOHHBIX, TEXHOJOIMYECKUX M MPOLEAYPHBIX aCIEKTOB
obecrnieueHns 0€30MaCHOCTH MEePCOHANBHBIX JAHHBIX.

1.2.2 3akoHonarenbHOl ocHOBOM  Hactosimen [lomutuku — aBmsttorcss  Koncturynus
Poccniickoit @enepannu, I'paxnanckuid, YronosHsii 1 TpynoBoi kogekcesl, PenepanbHbli 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHAIbHBIX TAaHHBIX», 3aKOHBI, YKa3bl, MMOCTAHOBJICHHS, APYTHE
HOPMAaTHUBHBIE IOKYMEHTHI JICMCTBYIOLIETO 3aKOHOAaTeNbCTBa Poccuiickoi denepanuu, JOKYMEHTBI
OCTIK u ®Cb Poccun.

1.2.3 Wcnonb3oBanue nanHou [1oqnTHKY B KauecTBE OCHOBBI JIJIsl IOCTPOEHUS KOMIUIEKCHOM
cucteMbl HWH(GOPMAIMOHHONW OE30MACHOCTH TMEPCOHAJBHBIX JAHHBIX AKAQJEMHUU TO3BOJIHT
ONTUMHU3HPOBATH 3aTPAThI HA €€ IOCTPOCHHUE.

1.2.4 TIpu pazpabotke IlOTUTHKH YUYUTHIBAINCH OCHOBHBIC TMPUHIIMIIBI  CO3JaHUS
KOMILIEKCHBIX CUCTEM oOecrieueHust 6€30macHOoCTH HHGOPMAITNH, XapaKTEPUCTUKH U BOZMOXKHOCTH
OpPTaHU3AIIMOHHO-TEXHUYECKUX METOJIOB M COBPEMEHHBIX allapaTHO-NPOTPAMMHBIX CPEJICTB
3aIUTHl U TPOTUBOJICHCTBUS YIpo3aM 0€301MacHOCTH UHPOPMAIIUH.

1.2.5 OcHoBHble moJOXkeHUs [lomuTuku Oa3UpPYIOTCS Ha KAayeCTBEHHOM OCMBICICHHUU
BONPOCOB  Oe3omacHOCTH WHGOPMAlMM W HE 3aTparuBarOT BOMPOCOB HKOHOMHYECKOTO
(KOTMYECTBEHHOT0) aHAJIN3a PUCKOB M 000CHOBAaHUS HEOOXOAMMBIX 3aTPaT Ha 3aIIUTY WH(OPMAIIUH.

2 OO0ObeKTHI 3alIUTHI

2.1 OcHOBHBIMH OOBEKTAMHU CHCTEMBI 0€30IMaCHOCTH MEPCOHATBHBIX JIAHHBIX B AKaJeMUU
SIBJISTFOTCSL:

— wuH(pOpPMAIMOHHBIC pecypchl c OTpaHUYEHHBIM JIOCTYTIOM, coJiepKaIme
KOH(UICHIMATHLHYIO HH(POPMAIIHIO, B TOM YHCJIC U ITePCOHATbHBIC TAHHEIC,

— mporecchl  00paOOTKM TEPCOHANBHBIX JAaHHBIX B  HMHPOPMAIMOHHOW  CHCTEME
MEPCOHANBHBIX JAaHHBIX AKaJeMuH, WHPOPMAIMOHHBIE TEXHOJOTHH, PEraMEHTBhl M MPOLEAYPHI
cbopa, 00padoTKH, XpaHEHHUS U Tiepeadr HHPOpMaIIUH, TIEPCOHAT Pa3padOTUNKOB U TOJIb30BaTeNIeH
CHCTEMBI B €€ 0OCITYKUBAIOIIHI TIEpCOHAT;

— wuHpOpMaIMOHHAsT HHPPACTPYKTYpa, BKIOYAIONIAs CHUCTEMBI OOpaOOTKM W aHaIM3a
uH(pOpMaIIMK, TEXHUYECKUE U MTPOTPaMMHEIE Cpe/ICTBa ee 00paboTKH, Mepeiayr U 0TOOpaKeHHs, B
TOM YHCJIe KaHAIBl THPOPMAIIMOHHOTO OOMEHA M TeJIEKOMMYHUKAITNH, CHCTEMBI U CPEJICTBA 3aIITUTHI


http://securitypolicy.ru/index.php/%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%86%D0%B8%D1%8F_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%86%D0%B8%D1%8F_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%92%D1%8B%D0%B4%D0%B5%D1%80%D0%B6%D0%BA%D0%B8_%D0%B8%D0%B7_%D0%93%D1%80%D0%B0%D0%B6%D0%B4%D0%B0%D0%BD%D1%81%D0%BA%D0%BE%D0%B3%D0%BE_%D0%9A%D0%BE%D0%B4%D0%B5%D0%BA%D1%81%D0%B0_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%92%D1%8B%D0%B4%D0%B5%D1%80%D0%B6%D0%BA%D0%B8_%D0%B8%D0%B7_%D0%A3%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BD%D0%BE%D0%B3%D0%BE_%D0%9A%D0%BE%D0%B4%D0%B5%D0%BA%D1%81%D0%B0_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8

uHpopMaLnu, 0OBEKTH M IOMEIIEHUS, B KOTOPBIX PAcIIOIOKEHbI TEXHUUECKUE CPECTBA 00pabOTKU
HEepPCOHAIIBHBIX JTaHHBIX.

3 esu n 3agaum obecniedyeHUus1 0€30MACHOCTHU MEPCOHATIBLHBIX TaHHBIX

3.1 MaTepechl 3aTparuBaeMbIx CyObEKTOB HH(POPMAIIMOHHBIX OTHOIICHHH

3.1.1 CyObektamMu WH(POPMALMOHHBIX OTHOLICHUH TpuU oOecreyeHn:n Oe30MacHOCTH
NIEPCOHAIbHBIX JaHHBIX AKaJEMHUHU SABIISIOTCS:

— Axagemusi, Kak COOCTBEHHUK MH(POPMALIMOHHBIX PECYPCOB;

— PYKOBOJCTBO M COTPYIHUKH AKaJeMHH, B COOTBETCTBUU C BO3JIOKEHHBIMH Ha HHUX
GYyHKIHAMU;

— (¢usnyUecKue JuIa, COoCTosImmMe ¢ AKaaeMuel B TPa)KTaHCKO-TIPABOBBIX OTHOIICHHSX
(rpaknane);

3.1.2 TIlepeuncrnennbie CyOBEKTH HH(MOPMALMOHHBIX OTHOUICHHH 3aWHTEPECOBAHBI B
obecreyeHnu:

— CBOEBPEMEHHOTO JOCTyNa K HEOOXOAMMBIM KM MEPCOHANIbHBIM JaHHBIM  (MX
JOCTYITHOCTH );

— JIOCTOBEPHOCTH (TMOJHOTHI, TOYHOCTH, aJCKBATHOCTH, IIEJIOCTHOCTH) IEPCOHAIBHBIX
JIAHHBIX

— KOH(UIECHIUATHLHOCTH NIEPCOHATBHBIX JaHHBIX;

— 3aIIUTHI OT HABSI3BIBAHUS UM JIOKHBIX (HEIOCTOBEPHBIX, MCKAKCHHBIX) MEPCOHATBHBIX
aHHBIX;

— pa3rpaHWYCHHS OTBETCTBEHHOCTHU 33 HAPYIICHUS UX MPaB (HHTEPECOB) U YCTAHOBJICHHBIX
npaBuII 00pallieHus ¢ TePCOHANBHBIMH JaHHBIMU;

— BO3MOXHOCTH OCYIIECTBICHHUS HEMPEPBHIBHOTO KOHTPOJS U YIPaBJICHUS MPOIECCAMU
00paboTKHU U mepeaun NepCOHANBHBIX JaHHbIX;

— 3alIUTHI IEPCOHATBHBIX JTAHHBIX OT HE3aKOHHOTO PacIpOCTPAHEHUSI.

3.2 llenwn 3amuThl

3.2.1 OcHOBHOII 11e/bI0, HA TOCTHXKEHUE KOTOPOI HaIpaBJICHbI BCE MOJOKEHUS HACTOSIIIEH
[TonuTuky, sSBIsIETCS 3alUTa CyOBEKTOB HHPOPMAIIMOHHBIX OTHOIIEHUH AKaJeMHH OT BO3MOKHOTO
HAHECEHHMs] UM MaTepHUaIbHOTO, (PU3UYECKOr0, MOPAIBLHOTO WJIM HHOTO YyIiiepda, MOCpeicTBOM
CIIy4aifHOTO WIJIM TpPeJHAMEPEHHOTO BO3JECHCTBUS HAa TMEPCOHANbHBIE JaHHbIC, WX HOCHUTEIH,
mporiecchl 00pabOTKH U MepeIavH.

3.2.2 VYkazaHHasg T1ielb JOCTHTAETCS IIOCPEICTBOM OOECMEeUYEHUsT M IOCTOSHHOTO
MOJIICPIKAHUS CIICAYIOIINX CBOMCTB NIEPCOHATBHBIX JAHHBIX:

— JIOCTYITHOCTH TIEPCOHAIBHBIX JAHHBIX IS JICTATBHBIX ITOJb30BaTeei (yCTOHYHBOTO
(YHKITMOHUPOBAHHST HH(MOPMAIIMOHHBIX CUCTEM AKAaJIeMHH, IMPU KOTOPOM ITOJIH30BATEIIH UMEIOT
BO3MOXKHOCTH TIOJTyYeHHUsI HEOOXOIMMBIX MTEPCOHAITBHBIX JIAHHBIX W PE3YJIbTATOB PEIICHUS 3a]1ad 3a
MIpUEMJIEMOE ISl HUX BpeMs);

— IEJOCTHOCTH W ayTCHTHYHOCTH (TOATBEPXKJICHHE ABTOPCTBA) MEPCOHAIBHBIX JTaHHBIX,
XpaHUMBIX M 00pabaThiBacMbIX B HMH(POPMAITMOHHBIX CHCTeMax AKaJIeMHH W TepelaBacMOu I1o
KaHajaM CBSI3H;



— KOH(MIEHIIMAIBHOCTH - COXpAaHEHHWS B TaillHE OIpENeJICHHOW YacTh MepPCOHATBHBIX
JAaHHBIX, XPAHUMBIX, 00padaThIBAEMBIX U TIEPEIaBAEMBIX T10 KaHAJIaM CBS3U.

3.2.3 HeoOxoauMblii YpOBEHb JOCTYIMHOCTH, IIEJIOCTHOCTH M KOHQUIACHIIMATHLHOCTH
MEPCOHAIBHBIX JAHHBIX OOECIIEUYMBACTCS COOTBETCTBYIOIIMMU MHOMECTBY 3HAYMMBIX YIpPO3
METOJIaMH ¥ CPEJICTBAMH.

3.3 OcHOBHBIE 3a/1a4M CUCTEMBI 0OecTieueHHs 0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX

3.3.1 JIns AOCTMXKEHHMsSI OCHOBHOHM IIeNM 3allUThl W OOECICUYCHMs] YKa3aHHBIX CBOMCTB
MEPCOHAIBHBIX IAHHBIX cUcTeMa obecrieueHus nH(OpMalMOHHON Oe30macHoCTH AKaJeMUH JOHKHA
obecrieunBath 3PGHEKTUBHOE PEIICHUE CICAYIOMINX 3a/1a4:

— CBOEBPEMCHHOE BBIABIICHHE, OICHKA © MPOTHO3MPOBAHHE HCTOYHUKOB YIpO3
nH(GOPMallMOHHON 0e30MacHOCTH, NMPUYMH U YCIOBUH, CIIOCOOCTBYIOIIMX HAHECEHHUIO yiepOa
3aMHTEPECOBAHHBIM CyObeKkTaM HWH(GOPMALMOHHBIX OTHOIICHUH, HAPYIICHUIO HOPMAJIbHOTO
(GYHKITMOHUPOBAHMS HH()OPMAIIMOHHBIX CHCTEM AKaJIEMUU;

— CO3JaHME MEXaHW3Ma OIePAaTHBHOIO pEarupoBaHHUsS Ha Yrpo3bl  0€30MacHOCTH
uH(pOpMallMU U HETaTUBHBIC TCHICHIINN;

— CcO3[JaHue YCIOBUM Uil MHUHHMHU3ALMA M JIOKAIW3allud HAHOCHUMOro yiepba
HENPABOMEPHBIMU JEHCTBUSAMU (DU3MUECKUX U IOPUIUYECKHX I, OciIableHue HEraTUBHOTO
BIIUSTHUS M TUKBUJIAIUS TIOCIIEICTBUN HapyIIeHUs 0€30MacHOCTH HH(OpMALINH;

— 3alIUTy OT BMELIATENIbCTBA B Mpolecc (PyHKIMOHUPOBAHUS HH(POPMAIMOHHBIX CHCTEM
AKaJleMUu TIOCTOPOHHHX JIMIl (IOCTYN K MH(OPMAIIMOHHBIM pecypcaMm JOJIKHBI UMETHh TOJIBKO
3aperuCTPUPOBAHHBIC B YCTAHOBICHHOM MOPSAKE MOJIH30BATEIN );

— pasrpaHdYeHHe JIOCTyla IoJib3oBaTeneil K  MH(DOPMALMOHHBIM, aNMapaTHBIM,
MPOrpaMMHBIM U HHBIM pecypcam AKaJeMuu (BO3MOXKHOCTH JOCTYIa TOJIBKO K TEM pecypcam U
BBITIOJTHEHUSI TOJIBKO TEX ONepalliii ¢ HUMHU, KOTOpPbIe HE0OXO0IMMbI KOHKPETHBIM MOJE30BATENSIM /ISt
BBITIOJTHEHHUSI CBOMX CIIYEOHBIX OOS3aHHOCTEH), TO €CTh 3alUTy OT HECAHKIMOHUPOBAHHOTO
JOCTyTa;

— oOecrieueHre ayTeHTU(UKAIMKA TIOJh30BaTeNIeH, YYaCcTBYIONIMX B HH(DOPMAIMOHHOM
oOMeHe (MMOATBEPkKACHHUE MOATUHHOCTH OTIIPABUTENS U MOTy4aTens HHpOopMaIum);

— 3alIUTy OT HECAHKI[MOHWPOBAHHON MOAM(UKAIIMKN UCIOIB3YEMBIX B MH(POPMAIIMOHHBIX
cuctemMax AKaJIeMUH TIPOTPAMMHBIX CPEACTB, a TaKXKE 3allUTy CHCTeMbl OT BHEIPEHUS
HECaHKIMOHUPOBAHHBIX MPOTPAMM, BKIIIOUasi KOMIIBIOTEPHBIE BUPYCHI;

— 3aImuTy UH(pOpPMAIMK OTPAHIUYEHHOTO MOJIH30BaHMS OT YTEUKHU M0 TEXHHUECKUM KaHajJam
npu ee 00paboTKe, XpaHEHUH U Tiepeiade o KaHallaM CBSI3U.

3.4 OCHOBHBIE MTyTH PEIICHUS 32/1a4 CUCTEMBI 3aIUTHI

3.4.1 TlocTaBieHHbIE OCHOBHBIE IIENIM 3aIUTHI M PELICHUE MEPEYNCICHHBIX BBIIIEC 3a7a4
JIOCTUTAIOTCSI:

— CTPOTHM YYETOM BCEX IMMOJISKANUX 3allUTe PECypcoB HH(POPMAIMOHHBIX CHCTEM
Axkanemuun (MHpOpMAIUH, 3a/1a4, TOKyMEHTOB, KaHAJOB CBSI3U, CEPBEPOB, aBTOMATH3WPOBAHHBIX
pabouux mecr);

— BEIEHHWEM JKypHala JCHCTBHI TepcoHaNa, OCYIIECTBISIIONIET0 OOCIyXKHUBaHUE W
MO (DUKAINIO TPOTPAMMHBIX M TEXHHYECKUX CPEACTB UH(POPMAIIMOHHOM CUCTEMBIL;



— TOJHOTOW, pEAJbHOM  BBIMOJIHUMOCTBIO U HENPOTUBOPEUYMBOCTBIO  TPeOOBaHUI
OpraHU3aIMOHHO-PACTIOPSAUTENBHBIX JTOKYMEHTOB AKaJeMHHM TI0 BOIpocaM oOecredeHus
0e301acHOCTH HH(POPMAIINH;

— TOJTOTOBKOHM JTOJDKHOCTHBIX JIMI] (COTPYAHHUKOB), OTBETCTBEHHBIX 32 OPraHHM3alMI0 U
OCYILIECTBIICHHE MPAKTHYECKUX MEPONPHUATHIA MO obOecneueHnio Oe30MacHOCTH NEepCOHANTbHBIX
JAHHBIX U MPOIECCOB UX 00pabOTKH;

— HaJEJICHUEM KaXJIOTO COTPYAHHKA (IOJIH30BATENsl) MUHUMAIbLHO HEOOXOAUMBIMH IS
BBIIIOJIHEHUSI UM CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH MMOJHOMOYHMSIMH IO JOCTYHYy K
UH(POPMALIMOHHBIM pecypcam AKaJleMuH;

— YETKUM 3HAHHEM U CTPOTUM COOJIOJICHMEM BCEMH I0JIb30BATEISIMH MH(POPMAITUOHHBIX
cucreM AKaJeMuu TpeOOBaHMM OpraHM3allMOHHO-PACIIOPAJUTEIbHBIX JOKYMEHTOB IO BOIpPOCaM
oOecrieyeHus 6€30MaCHOCTH UH(POPMAIINH;

— TEPCOHAJIBHON OTBETCTBEHHOCTBHIO 33 CBOU ACWCTBHUS KAXKIOTO COTPYIHHKA, B PAMKAx
CBOUX (DYHKLMOHAJIbHBIX OOS3aHHOCTEH MMEIOIIEro JOCTYH K HH(GOPMALUMOHHBIM pecypcam
Axanemun;

— HETNpEepHIBHBIM TOAJIEPKAHUEM HEOOXOIMMOTO YPOBHS 3alIMIIEHHOCTH JIIEMEHTOB
UH(POPMALIMOHHOM cpeibl AKaJeMuu;

— IpUMEHEHHEM (PU3NYECKUX M TeXHUYECKUX (IIPOrpaMMHO-ANIapaTHBIX) CPEJICTB 3aILUTHI
pECypCOB CUCTEMBI U HEMPEPHIBHON aIMUHUCTPATUBHON MOJIEPIKKON UX UCIIOJIb30BaHMUS;

— 3 QEeKTUBHBIM KOHTPOJEM HaJ COOJIOJACHUEM I[0Jb30BaTEeIsIMH  MH(POPMALMOHHBIX
pecypcoB AkajieMuu TpeOoBaHUH 10 obecreueHuIo 6€3001acCHOCTH HH(POPMALIUY;

— IOPMJIMYECKOH 3alMTOM HMHTEpecoB AKaJeMUU IpU B3aUMOJCHCTBUM C BHEIIHUMHU
OpraHu3aIUsIMH (CBSI3aHHOM C 0OMEHOM IEPCOHAILHBIMU JAHHBIMH ) OT MPOTHUBOIIPABHBIX JICHCTBHH,
KaK CO CTOPOHBI ATHX OpPTraHU3aIlHii, TaK U OT HECAHKIIMOHUPOBAHHBIX JCHCTBHIA 0OCITYKHBAIOIIETO
HepCOHaNa U TPEThUX JIUIL.

4 OcHOBHBIE IPHHIMIBI IOCTPOEHHUS CHCTeMbI 0€30I1ACHOCTH NMEePCOHAIBHBIX JaHHBIX

4.1 IloctpoeHue cucremsl, o0ecriedyeHns 0€30MacHOCTH NMEPCOHATBHBIX JAHHBIX AKaJIEeMHH,
U ee (PyHKIIMOHUPOBAHHUE JTOJKHBI OCYILECTBIISATHCS B COOTBETCTBHH CO CIEAYIOIIMMHU OCHOBHBIMHU
NPUHIUITIAMU:

4.2 3aKOHHOCTb

4.2.1 Ilpennonaraer OCyIIECTBICHHE 3aLIUTHBIX MEPONPUITHH U pa3pabOTKy CHUCTEMBbI
0€30MaCHOCTH  TMEPCOHATBHBIX  JTAaHHBIX AKaJeMHH B COOTBETCTBUH C  JICHCTBYIOIIMM
3aKOHOJIaTeILCTBOM B 00JIaCTH 3aIIUTHI IEPCOHANBHBIX TaHHBIX, @ TAKXKe JPYTUX 3aKOHOIATEIbHBIX
akToB 1o Oe3omacHoctu wuHGpopmaimu P®, ¢ npumeHeHumeM BceX JI03BOJIEHHBIX METO/I0B
oOHapy>KeHHs ¥ IpeceueHus IPaBOHAPYLICHU P paboTe C MePCOHATBHBIMU JaHHBIMU. [IpuHATEIE
Mepbl  0€30HacHOCTH  TMEPCOHAIBHBIX  JAHHBIX HE JIOJDKHBI — NPENSTCTBOBaTh  JIOCTYILY
NIPaBOOXPAHUTEIHHBIX OPTAHOB B MPEIYCMOTPEHHBIX 3aKOHOIATEIHCTBOM CITyJasiX.

4.2.2 Bce mnonbp3oBaTeNd HMHPOPMAIMOHHOM CcUCTEMBbl AKaJeMHH JOJKHBI HMETh
npeJicTaBlIeHne 00 OTBETCTBEHHOCTH 3a IPAaBOHAPYIICHUS B 00JIacTH 00pabOTKH MEPCOHATBHBIX
JTAHHBIX.

4.3 CucreMHOCTh

4.3.1 CucrteMHBIii MOAXOJ] K MOCTPOCHHIO CHUCTEMBI 3aIIUTHl MHPOpPMALUMU B AKaIEeMHUU
IpENoiaraeT y4eT BCeX B3aUMOCBS3aHHBIX, B3aUMOJICHCTBYIONIMX U U3MEHSIOIINXCS BO BPEMEHHU
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3JIEMEHTOB, YCIOBUH U (PAaKTOPOB, 3HAUMMBIX JJIsi MIOHUMAHUS ¥ PEUICHUs MPOOJIeMbl 00ecTieueHus
0€30I1aCHOCTH NI€PCOHAIbHBIX JAHHBIX.

4.3.2 Tlpn co3maHUM CUCTEMBI 3aLIUTHI JOJDKHBI YUUTHIBATbCS Bce cialOble M Haubosiee
ysI3BUMBIE MecTa HHPOPMALIMOHHBIX CUCTeM AKaJeMUH, a TAKXKe XapaKTep, BO3MOXKHbIE O0bEKThI U
HalpaBJIEHUsl aTak Ha HEe CO CTOPOHbI HapyuuTesedl (0COOEHHO BBICOKOKBAIN(UIUMPOBAHHBIX
3JI0yMBIIIJIEHHUKOB). CUCTEMa 3aIMTHI JODKHA CTPOUTHCA C YYETOM HE TOJIBKO BCEX M3BECTHBIX
KaHAJIOB NPOHUKHOBEHMS M HECAHKIIMOHUPOBAHHOTO OCTyNa K WMH(POPMALUU, HO U C YY4ETOM
BO3MO>KHOCTH IOSIBJIEHUS IPUHIUMIINAIIBHO HOBBIX IyTE€H pean3aluu yrpo3 0€301acHOCTH.

4.4 KoMIUIEKCHOCTh

4.4.1 KoMIuIeKCHOE MCIIOIb30BAaHUE METOJIOB U CPEJCTB 3AIIUTHI KOMIIBIOTEPHBIX CHCTEM
IperonaraeT COrlacoBaHHOE NPUMEHEHHE PAa3sHOPOAHBIX CPEJCTB IPU MOCTPOEHUM LIETOCTHOM
CHCTEMBI 3aIlUThl, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE (3HAaUMMBbIE) KaHAJbl PeAIU3alud yIpo3 U
HE coJieprKaleil c1abblX MECT Ha CThIKaX OTACIbHBIX €€ KOMIIOHEHTOB. BHeIIHss 3amura 10JKHA
oOecrieunBaTbcs GU3NYECKUMHU CPEACTBAMU, OPIraHU3ALMOHHBIMU U IPABOBBIMU MEPaMHU.

4.5 HenpepbIBHOCTD 3aIIUThHI

4.5.1 Obecrnieuenre 0€30MACHOCTH NMEPCOHAIBHBIX JAHHBIX - MPOLECC, OCYIIECTBISEMBIN
PYKOBOJICTBOM AKaJIeMUH, OTBETCTBEHHBIM 33 OpPTaHU3aIMI0 00pabOTKH NMEPCOHANBHBIX JTAHHBIX H
COTPYJTHUKAMU BCEX YPOBHEWU. DTO HE TOJBKO M HE CTOJBKO IMPOLEAYypa WIH MOJUTHKA, KOTOpas
OCYILECTBIISICTCS B ONIPECIICHHBIN OTPE30K BPEMEHU WIIM COBOKYITHOCTb CPE/ICTB 3aIUTHI, CKOJIBKO
IpoIecC, KOTOPBIA JOJDKEH IMOCTOSIHHO MIATH HA BCEX YPOBHSAX BHYTPH AKaJeMUM U KaxJbli
COTPYAHMK AKaJeMUU [JODKEH IPUHMMATh y4yacTue B 3TOM IHporecce. JledaTenbHOCTh IO
o0ecrieyeHHI0 HMH(OPMAIIMOHHONW O€30MaCHOCTH SBJSETCS COCTaBHOM YacTbi0 IOBCEIHEBHOU
nestenibHOCTH Akanemuu. U ee 3p(eKTUBHOCTh 3aBUCHUT OT Y4YacTHsl PYKOBOJCTBA U COTPYAHHUKOB
AkanemMuu B o0ecriedueHnr HHPOPMAITMOHHOM 0€30I1aCHOCTH NEPCOHANIbHBIX JaHHbIX.

4.5.2 Kpome TOro, OONBIIMHCTBY (U3NYECKUX M TEXHUYECKHUX CPEACTB 3aIlIMTHI JJIf
3¢ (EeKTUBHOTO BBIIOJHEHUS CBOMX (yHKUMH HeoOXoauMa TMOCTOSHHAs OpraHHu3allOHHas
(aqMHUHHCTpaTUBHAs) MOJ/IEP’KKA (CBOEBPEMEHHAsi CMeHa U o0ecrieueHue MPaBUIbHOIO XpaHEHUs U
NpUMEHEHUs UMEH, MapoJiel, mepeonpeaesieHle noJHoMounit u T.11.). [lepepbiBel B paboTe cpelcTB
3aLIUTHl MOTYT OBITh MCIIOJIB30BaHbI 3JI0YMBIIIUIEHHUKAMH JUIS aHAJN3a PUMEHSIEMBIX METOJIOB U
CPEZCTB 3aIMTHI, AJIs1 BHEAPEHUS CIIEUATBHBIX IPOrPaMMHBIX M alllapaTHBIX "3aKIafoK" U ApYTUX
CPEICTB IPEOJIOJICHHUS 3aILUTHI.

4.6 CBOEBPEMEHHOCTh

4.6.1 TlpenmomaraeT yhnpexmarOnIdi Xapakrep Mep obecrneueHus 0e30MacHOCTH
MEPCOHAIBHBIX JIaHHBIX, TO €CTh MOCTAHOBKY 3aJad IO KOMIUJIEKCHOM 3allUTe MepCOHATBHBIX
JAHHBIX U pean3aluio Mep o0ecreueHrs 0€30MacHOCTH MePCOHANBHBIX JaHHBIX Ha pAHHUX CTaIUsAX
pa3paboTKN MHPOPMAITMOHHBIX CUCTEM B LIEJIOM U UX CHCTEM 3aIlUThI, B YACTHOCTH.

4.6.2 Pa3paboTka CHCTEMBl 3alIUThl JIOJDKHA BECTUCh NapajjieIbHO € pa3paboTKOH H
pa3sBUTHEM CaMOM 3amuiaeMoil nHPOPMAIMOHHON CHUCTEMbI. JTO MO3BOJUT Y4YeCTh TpeOOBaHMUS
0€30MaCHOCTH TpU TNPOEKTUPOBAHMM AapXUTEKTYphl M, B KOHEYHOM cyeTe, co37arb Ooiee
sbdexTuBHBIE (KaKk TO 3aTpaTaM pecypcoB, TaK M TIO CTOWKOCTH) CHCTEMBI, 00JIaJarolne
JIOCTaTOYHBIM YPOBHEM 3alUIIIEHHOCTH.

4.7 IIpeeMCTBEHHOCTh U COBEPILIEHCTBOBAHUE



4.7.1 IlpenmosaraeT IOCTOSHHOE COBEPILIEHCTBOBAHME MEpP M CPEACTB  3allUTHI
MEPCOHAIBHBIX JIAaHHBIX HA OCHOBE MIPEEeMCTBEHHOCTH OPraHU3AIIMOHHBIX U TEXHUYECKUX PEIICHUH,
KaJ[pOBOT'0 COCTaBa, aHaIN3a PYHKIIMOHUPOBAaHUS NH(POPMAIIMOHHBIX CUCTEM AKaJIEMUU U CUCTEMBI
€e 3alllUThl C yYeTOM M3MEHEHUU B METOJaX U CpPeACTBax IepexBaTa MH(OpMAaIMK, HOPMATHBHBIX
TpeOOBaHUIl MO 3alIUTe, JOCTUTHYTOTO OTEUECTBEHHOTO U 3apy0eHOT0 OMbITa B 3TOM 00IacTH.

4.8 PazymMHas 10CTaTOYHOCTh (3KOHOMHYECKAs LIE€J€CO00pa3HOCTD)

4.8.1 Ilpenmonaraetr COOTBETCTBHE YPOBHS 3arpaT Ha o0ecnedeHue Oe30MacHOCTH
NEPCOHAIBHBIX JaHHBIX LIEHHOCTH WH(POPMAIIMOHHBIX PECYpCOB U BEIMYMHE BO3MOXKHOTO yIepOa
OT UX pa3riallleHus, yTpaThl, yTEUKH, yHUUTOKEHUS U UCKaKeHHUsL. Vcronbp3yemble Mephl U CpEICTBA
oOecrieyeHns 0€30MaCHOCTH WH(POPMALMOHHBIX PECYpCcOB HE JOJDKHBI 3aMETHO YXyAUIaTh
SProHOMHUYECKHUE MOKa3aTeu paboThl KOMIIOHEHTOB HH()OPMALIMOHHBIX CUCTEM AKaJIeMUU.

4.9 IlepcoHasnibHass OTBETCTBEHHOCTh

4.9.1 IlpenmonaraeT BO3JIO)KEHHE OTBETCTBEHHOCTH 3a o0ecredeHue Oe30MacHOCTH
MEPCOHANBHBIX JIaHHBIX U CHCTEMBl MX OOpaOOTKM Ha KaXKIOrO0 COTPYIHHKA B Mpeiesiax ero
NOJHOMOYMI. B COOTBETCTBMM C 3TUM MPUHLMIIOM paclpeieieHue MpaB U 00s3aHHOCTEN
COTPYAHHUKOB CTPOUTCS TAKMM 00pa30oM, 4TOOBI B ClTydae JIF000ro HapyIIeHHsI KpyT BAHOBHUKOB OBbLT
YETKO U3BECTEH WUJIU CBEJIEH K MUHUMYMY.

4.10 MuHuMH3aIus TOJTHOMOYHI

4.10.1 Osnavaer mNpPeAOCTABICHHE IMOJb30BATEISAM MUHUMAJIBHBIX IIpaB JOCTyIlla B
COOTBETCTBUHU CO CIIyXeOHOH HeoOXoauMmocThio. JlocTynm K NEepCOHANbHBIM JaHHBIM  JIOJDKEH
MPEIOCTABIATHCA TOJBKO B TOM Cllydae U OObEMe, €ClId 3TO HEOOXOAMMO COTPYIHUKY IS
BBITIOJTHEHHSI €T0 TOJKHOCTHBIX 00S3aHHOCTEH.

4.11 Uckitouenue KOHPIIMKTAa HHTEPECOB (pazaeneHne QyHKINMN)

4.11.1 DddexTuBHas cuctema odecrieueHuss ”HPOPMAIIMOHHON 0€30MMaCHOCTH MPE/IOJIaraeT
YETKOE pa3/ieleHre OO0A3aHHOCTEM COTPYJHUKOB M MCKIIOUYEHUE CUTyallMid, Korja cdepa
OTBETCTBEHHOCTH COTPYJIHUKOB J0ONYycKaeT KOHGQIUKT uHTepecoB. Cdepbl MNOTEHIHATIbHBIX
KOH()JIMKTOB JTOJKHBI BBISIBISATHCS, MUHUMU3UPOBATHCS, M HAXOJUTCS TOJ] CTPOTUM HE3aBUCUMBIM
KOHTpoJieM. Peanu3zanus AJaHHOTO MPUHUMUIA MPEANOJIAraeT, YTO HE OAUH COTPYIHHUK HE JOJKEH
MMETh TMOJHOMOYHNM, MO3BOJSIOMIUX €My E€JUHOJIMYHO OCYILIECTBISATH BBINOJHEHUE KPUTUYHBIX
onepanuii. Hanenenue coTpyIHUKOB MOTHOMOYUSMU, TOPOKIAIOITIMHI KOH(IUKT UHTEPECOB, 1aeT
€My BO3MOKHOCTbH MOJTACOBBIBaTh MH(GOPMAIUIO B KOPHICTHBIX LESIX UIH C TeM, YTOOBI CKPBITh
po0JIeMbl WM MOHECEHHbIE YOBITKU. JIJI CHM)KEHUS pUCKAa MaHUIYJIMPOBAHUS MEPCOHATbHBIMU
JAHHBIMHU U PUCKA XUILEHUS, TAKKE MTOJIHOMOYHS JOJIKHBI B MAKCUMAJIbHO BO3MOXKHOM CTENIEHH ObIThH
pas3ziesieHbl MEeXy Pa3IMYHbIMU COTPYAHHKAMH WIM MojapaszaeneHusMu Akanemuu. HeoOxomumo
MPOBOAMUTH MEPHOJUYECKHE IMPOBEPKH O00sI3aHHOCTEH, (YHKIMH U JESITENTbHOCTH COTPYIHUKOB,
BBITIOJHSIONINX KIFOYeBbIe (YHKIMU, C TEM, YTOObI OHU HE HMEIH BO3MOXHOCTH CKPBIBATH
COBepILIEHHE HepaBOMEPHBIX JeiicTBuid. Kpome Toro, He06X01MMO MPUHUMATH CIIEIHATIbHBIE MEPhI
10 HEJIOMYIIEHNIO CrOBOPAa MEXAY COTPYIHUKAMHU.

4.12 B3aumMoaeicTBuE U COTPYITHUUECTBO

4.12.1 Tlpeanonaraer co3naHue OIarompusTHON atMocdepbl B KojulekTHBe Akagaemuu. B
TakoH OOCTaHOBKE COTPYAHHKH JOJDKHBI OCO3HAHHO COOJIIOJATh YCTAHOBJIEHHBIE MpaBWiIa U
OKa3bIBaTh COJIEHCTBUE JEATENIbHOCTH OTBETCTBEHHBIM 32 OpraHU3alui0 00padOTKH MepCOHATBHBIX
JTAHHBIX.



4.12.2 BaxHbpIM 3JeMEHTOM 3((EeKTUBHOW CUCTeMbl oOecredeHuss Oe30MacHOCTH
NEPCOHAIBHBIX JaHHBIX B AKaJeMHH SBISIETCS BbICOKAas KyJbTypa paOoThl ¢ HH(pOpMaIueil.
PykoBoncTBO AkageMuH HECET OTBETCTBEHHOCTh 3a CTPOrO€ COONIIOIEHHWE ATHUYECKUX HOPM U
CTaHJapTOB MPO(PECCHOHANBHON  JESATeNbHOCTH, MOAYEPKUBAIOUICH M JAEMOHCTPUPYIOIEH
MEPCOHAY Ha BCEX YPOBHSAX BaXKHOCTh oOecreueHus: nHpopMannoHHONW 0e30nacHOCTH AKaJeMHH.
Bce corpynHukum AxagemMuM JIOJDKHBI [IOHUMaThb CBOIO poOJIb B Ipoliecce 00ecredeHus
UH(POPMALIMOHHON 0€30MacHOCTH M MPUHUMATh y4acTHe B 3TOM mporecce. HecMoTpst Ha TO, 4TO
BBICOKas  KynbTypa oOecneueHuss HMH(OpPMAIMOHHONW  0€30HaCHOCTH  HE  rapaHTHPYeT
ABTOMATUYECKOTO JOCTM)KEHMs L€, €€ OTCYTCTBUE CO3AAaeT OOJblIe BO3MOXKHOCTEH JUId
HapyIeHHs 0€30MMacCHOCTH UM He OOHApYXeHHS (PAaKTOB €€ HapYLICHHUS.

4.13 'nOKOCTH CUCTEMBI 3aIATHI

4.13.1 Cucrema obGecrnieueHusi MHPOPMAIIMOHHON O€301MaCHOCTH JIOJKHA OBITH CIOCOOHA
pearupoBaTh Ha W3MEHEHHUS BHEIIHEW cpelbl M YCIOBUN OCYIIECTBICHUS AKaaeMuell CBoei
NEeSTENIbHOCTH. B 4nCiio Takux n3MeHeHU! BXOJIAT:

— W3MEHEHHs OPTaHW3AIMOHHON U IITATHOU CTPYKTYPHI AKaJIeMUH;

— H3MEHEHHE CYNIECTBYIOIIUX WM BHEAPEHUE MPUHIUIHAIBHO HOBBIX MH(POPMAIIMOHHBIX

CHUCTEM,;

— HOBBIE TEXHHUYECKUE CPEJICTRA.

4.13.2 CsoiicTBO THOKOCTH cHCTEMbI oOOecredeHus HWH()OPMANMOHHOW OE30MaCHOCTH
M30aBIISIET B TAKUX CUTYalUSIX OT HEOOXOAMMOCTH MPUHATHS KapJUHATIBHBIX MEp 0 OJTHON 3aMeHe
CPEICTB M METO/IOB 3aIIUThI HA HOBBIE, YTO CHUKAET €€ OOIIYI0 CTOUMOCTD.

4.14 OTKpBITOCTH AITOPUTMOB M MEXaAHHU3MOB 3aUThI

4.14.1 CyTb npUHIMIA OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIIUTHI COCTOUT B TOM, YTO
3alIUTa He JOJDKHA 00eCleYMBaThCS TOJIBKO 3a CUET CEKPETHOCTU CTPYKTYPHOM OpraHuzaiuu U
aNropuTMOB (QYHKIIMOHUPOBAHUS €€ MOJCUCTEM. 3HAHHE aJlTOPUTMOB pabOThl CUCTEMBI 3aIUTHI HE
JIOJI’KHO J1aBaTh BO3MOKHOCTH €€ MPE0J0JIeHUS (Jake aBTopam). ITO HE 03HAaYaeT, 4To HHpopmanus
00 UCIOJIb3YEMBIX CHCTEMAaxX U MEXaHM3Max 3allluThl JOJKHA ObITh 00IEAO0CTYIIHA.

4.15 IlpocroTa MpUMEHEHUS CPEJICTB 3AIUTHI

4.15.1 MexaHu3Mbl U METOJIbI 3alIUTHI JOJDKHBI OBITh MHTYUTHBHO TMOHSTHBI U MPOCTHI B
UCnosib30BaHuU. [IpruMeHeHrne cpeicTB U METOAOB 3aIIUThl HE JJOJDKHO OBITh CBS3aHO CO 3HAHUEM
CHeLHUaTbHBIX A3bIKOB WU C BBITTOJIHEHUEM JICHCTBUHN, TPEOYIOIIMX 3HAUUTEIbHBIX JOMOIHUTEIbHBIX
TpyAO3aTpaT NMpH OObIYHON paboTe 3aperMCTPUPOBAHHBIX IOJIb30BATENe, a TakkKe He JOJKHO
TpeOOBAaTh OT MOJIH30BATEIIS BHITOIHEHHS PYTHHHBIX MAJIOTIOHSTHBIX €My OTepaIfii.

4.16 OG0CHOBaHHOCTb U TEXHUYECKAs peaTn3yeMOCTh

4.16.1 UadopManimoHHbIE TEXHOJIOTHH, TEXHHUECKHUE U MPOTPaMMHBIE CPEICTBA, CPEICTBA U
Mephl 3aIIUTHl TEPCOHATBHBIX ITaHHBIX JOJDKHBI OBITh pEalM30BaHbl Ha COBPEMEHHOM YPOBHE
pa3BUTHS HAyKH M TEXHUKH, OOOCHOBaHBI C TOYKH 3PEHUS JOCTHKCHHS 3aJaHHOTO YPOBHS
Oe3omacHOCTH MH(pOpMAlMM M SKOHOMHYECKOM I1eJeco00pa3HOCTH, a Takke JOJDKHBI
COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpPMaM M TPeOOBAaHUSAM MO O€30MaCHOCTH MEePCOHANBHBIX
JAHHBIX.

4.17 Crneunanuzaius 1 npodeccHoHaIn3mM



4.17.1 Tlpennonaraer mpuBIcUYEHHE K pa3pabOTKE CPEACTB M peain3allddl Mep 3allUuThl
HEPCOHANBHBIX JAHHBIX CIELUATU3UPOBAHHBIX OpraHu3aluii, HauOojee MOArOTOBICHHBIX K
KOHKPETHOMY BUAY JESATEIBbHOCTH IO O0ecreYeHuI0 0e30MacHOCTH MH(GOPMALMOHHBIX PECYPCOB,
UMEIOIUX OIBIT IPAKTUYECKOM pabOoThl U TOCYJapCTBEHHbIC JIMIEH3UH HA IIPABO OKa3aHMsI YCIIyT B
91Ol obnactu. Peanu3auus agAMUHUCTPATUBHBIX MEp M JKCIUTyaTalUsl CPEICTB 3aIIUThl JOJDKHA
OCYLIECTBIISATHCS npoeCCOHATIBLHO [OArOTOBJIEHHBIMU CTIeUAINCTAMU Axkanemun
(OTBETCTBEHHBIMHU 32 OpraHU3aLUI0 00PaObOTKN NEPCOHANIBHBIX JaHHBIX).

4.18 O0s3aTenbHOCTh KOHTPOJIS

4.18.1 Ilpenmonaraer 0O0S3aTENLHOCTh W CBOEBPEMEHHOCTH BBISBICHUS W IPECCUCHUS
MIOTIBITOK HAPYIIEHUS yCTaHOBJICHHBIX MTPAaBHJI, 00eCTIeYeHNUs 0€301TaCHOCTH MEPCOHATIBHBIX TaHHBIX,
Ha OCHOBE HCIOJb3YyEMbIX CHCTEM U CpPEACTB 3alllUThl IEPCOHANbHBIX JaHHBIX, IPU
COBEpPILEHCTBOBAHUH KPUTEPUEB U METOAOB OLIEHKU 3(PPEKTUBHOCTU ITUX CUCTEM U CPEJICTB.

4.18.2 KoHTpoJib 3a 1eATeNbHOCThIO JTF000T0 MOIb30BaTeNs, KaX/10T0 CPEACTBA 3aLUTHI U B
OTHOILEHUU JII000ro 00BEKTa 3aIUThl JOKEH OCYLIECTBISATHCS HA OCHOBE NMPUMEHEHMs CPE/ICTB
OTIEPaTUBHOTO KOHTPOJIS U PETUCTPAIIMU U JIOJDKEH OXBATHIBAaTh KaK HECAHKIIMOHHUPOBAHHBIC, TAaK U
CaHKLIMOHUPOBAHHBIE JEHCTBUSI M10JIb30BATENEH.

4.18.3 Kpome Toro, a¢dekruBHas cucteMa odecrieueHrss HHHOPMAIMOHHON 0€3011acHOCTH
TpeOyeT HaJM4Ms aIeKBaTHON 1 BceoOBbemITionield nHGOPMAIMK O TEKYIIEM COCTOSIHUH TPOIIECCOB,
CBSI3aHHBIX C JIBUYKEHHEM MH(OpMAlUU U CBEACHUHN O COOJIOICHNN YCTAaHOBICHHBIX HOPMATUBHBIX
TpeOOBaHUH, a TAKXKE JONOJHUTEIbHON HHPOPMALIMHU, UMEIOLIEH OTHOIIEHUE K IPUHSTUIO PEILICHHH.
WNudopmanus gomkHa ObITh HAJISKHOM, CBOEBPEMEHHOM, TOCTYIHOM U PaBUIIBHO 0(OPMIIEHHOH.

4.18.4 HemocraTku cUCTEMBbI oOecrieueHus HHPOPMAIMOHHOW 0€30MacHOCTH, BBISBICHHbBIC
COTpYJIHUKAMHU AKaJeMHM JOJDKHBI HEMEIJIEHHO JOBOJIUTHCS JO CBEIEHUS PYKOBOJIUTEINS
AKaneMHH W OTEpPaTHBHO YCTPAHATHCS. BOIMPOCHL, KOTOpBIE KaKyTCs HE3HAYUTEIHHBIMHU, KOT/A
OTJIEIbHBIE IPOLIECCHI PACCMATPUBAIOTCS N30JIMPOBAHHO, IIPH PACCMOTPEHUH UX HapsAy C APYTUMU
acmeKTaMd MOTYT yKa3aThb Ha OTpHUILATEIbHBbIE TEHJEHLUHU, TpO3sliue IepepacTd B KpYMHbIE
HE/I0CTaTKH, €CIM OHU He OyyT CBOEBPEMEHHO yCTPAHEHHBI.

S Mepsl, MeTOABI M CpeacTBa o0ecnedeHusi TPedyeMoro ypoBHs 3alIUThl HHPOPMANMOHHBIX
pecypcoB

5.1 Mepsl obecrnieueHust UH(HOPMAIIMOHHOM 0€30MacHOCTH

5.1.1 Bce wmepbl obecrieueHus 0e30MaCHOCTH HMH(POPMAIMOHHBIX CHCTEM AKaJeMUu
HOJPa3/eNIAI0TCS Ha:

- MIpaBOBbIE (3aKOHOJATENIbHBIE);

- MOPaIbHO-ITHYECKHE;

- TEXHOJIOTHYECKUE;

- OpraHM3alloOHHbIe (aIMUHUCTPATUBHbIE);

- ¢buznueckue;

- TEeXHUYECKHe (armapaTypHble U IPOrPaMMHBIE).

52 K MMpaBOBbBIM MCpaM 3alIUTbl OTHOCATCSA I(Cf[CTByTOIJ.IHG B CTPAHC 3aKOHBI, YKa3bl U
HOPMATUBHBIC AaKTbI, PCTIIAaMCHTHPYIOIIUC IIpaBUJIa O6paIJ_IeHI/ISI C NEpCOHAJIbHbIMU IOdaHHBIMH,
3aKpPCIUIAIONIUE IIpaBa U 00513aHHOCTHU Y4aCTHHUKOB I/IH(I)OpMaI_[I/IOHHBIX OTHOIIICHUH B mponecce ux
06p2160TKI/I " HCIIOJIb30BaHU, a4 TAKIKC YCTAHABJIMBAIOIMHNEC OTBCTCTBCHHOCTL 34 HAPYIICHUSA 3THUX
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npaBuil. [IpaBoBbIe MEpBI 32U THI HOCAT B OCHOBHOM YTNIPEXKIAIOIIUH, TPOPHUIAKTHIECKUI XapaKTep
U TpeOyrT IOCTOSIHHOM pa3bsACHUTEIbHOH pPabOTBl C IOJIB30BAaTENIIMM U OOCIY’KHUBAIOLIMM
HEPCOHAIOM MH()OPMALIMOHHBIX CUCTEM AKaJEMUU.

5.3 K MOpajbHO-3THYECKUM Me€paM OTHOCSATCS HOPMBI OBEJCHMS, KOTOPbIE TPaJAULMOHHO
CJIIOKWINCh WM CKJIAJbIBAIOTCSA 110 Mepe paclpoCTpaHEHHs MH(MOPMAIMOHHBIX TEXHOJOTHH B
AxaneMun. DTH HOPMBI OOJIBIIEH YacTbIO HE SIBISIOTCS OOSA3aTENbHBIMU, KaK 3aKOHOJATEIHHO
YTBEP)KJICHHBIE HOPMATHBHBIC aKTbl, OJHAKO, UX HECOOJIOJCHHE MOXET MPUBECTH K MaJCHUIO
aBTOpUTETA, NPECTUkKA YEJOBEKAa, I'PYNIbl JUL WIM AKaJaeMHUHU B LEIOM. MopaabHO-ITHYECKHE
HOPMBI OBIBAIOT KaK HEMHCAHbIE, TAK U MHCaHbIE, TO €CTh 0(OPMIICHHbBIE B HEKOTOPBIH CBOA (yCTaB)
NpaBUJI WU TpeAnucannii. MopanbHO-3TUYECKHE MEPhI 3aIUTHI ABJSIOTCS NMPO(QUIAKTHYECKUMH U
TpeOYIOT NOCTOSHHOM PabOTHI IO CO3/1aHUI0 3J0POBOIO MOPAJILHOTO KJIMMATa B KOJUIEKTUBE.

5.4 K TeXHOJOrMYeCKMM MepaM 3alUThl OTHOCATCS PAa3HOIO poOJa TEXHOJIOIMYECKHe
pelIeHuss ¥ HIpPUEMbl, OCHOBAaHHbIC Ha HCIOJb30BAHUU HEKOTOPHIX BHJOB H30BITOYHOCTU
(cTpyKTypHOH, (YHKIMOHAJIBHOM, MH()OPMAIMOHHOW, BPEMEHHOW W T.I.) U HalpaBlIeHHbIE Ha
YMEHBILIEHNE BO3MOKHOCTH

5.5 Opranu3zanuoHHble (aIMUHUCTPATUBHBIE) MEPHI 3ALUTHI - 3TO MEPBI OPraHU3aLUMOHHOIO
XapakTepa, perJIaMeHTHUPYIOUIHE  TMpoUecchl  (QYHKIMOHHUPOBAHUS  CHUCTEMBI  O0OpabOTKH
NIEPCOHAIBHBIX JJAaHHBIX, UCII0JIb30BAHUE €€ PECYPCOB, NESATENILHOCTh 00CITYKUBAOILIETO [IEPCOHAA,
a TaKXKe IOpAIOK B3aMMOJEHCTBMS IOJb30BaTENed C CUCTEMOM TakuM o00pa3oM, 4YTOOBl B
HauOOJIbIIEH CTENEHH 3aTPYIHUTh UM UCKIIOYUTh BO3MOXHOCTb pealn3aliii yrpo3 0e30MacHOCTH
WIN CHU3UTH pa3Mep MOTeph B Caydae UX peaan3alui.

5.6 I'maBHas wuenb AAMMHUCTPATHBHBIX MeEp, NPEANPUHUMAEMBIX Ha  BBICHIEM
YIPaBIE€HYECKOM YypOBHE - c(OpMHpOBaTH MOJUTHKY B 00JIacTH oOecrieueHus: Oe30MacHOCTH
NEPCOHAIBHBIX JIaHHBIX (OTPAXKAIOILYIO MOAXO/bI K 3aIIMTE MEPCOHAIBHBIX JaHHBIX) U 00ECIIeUnTh
€€ BBIIIOJIHEHUE, BBIJEISISI HEOOXOAUMBIE PECYPChl U KOHTPOJIUPYSI COCTOSIHUE JIET.

5.7 C mnpakTUYECKON TOYKW 3pEHUsS TOJUTUKY B oOyiacTu obecrieueHusi 0e30MmacHOCTH
NEePCOHANBHBIX JJAHHBIX B AKaJJeMHH 11e1eco00pa3Ho pa30ouTh Ha aBa ypoBHs. K BepxHeMy ypoBHIO
OTHOCSITCSI PELICHHs] PyKOBOJCTBA, 3aTparuBaroliye JesTeIbHOCTh AKagemMuu B neinoM. ITomntuka
BEPXHET0 YPOBHS J0JKHA YETKO 0UEPTUTh CPepy BIMUSHUSA U OTPAaHUUEHUS ITPH OTIpe/IeIeHUH Lienen
0€30IaCHOCTH MEPCOHAJbHBIX JAHHBIX, ONPEAEINTh KaKUMHU pecypcaMu (MaTepHalIbHBIE,
CTPYKTYpPHBIE, OpPraHU3aI[IOHHBIE) OHU OYyAYT JOCTUTHYTHI, M HAUTHU pa3yMHBII KOMIIPOMHUCC MEXTY
pUEMJIEMBIM YPOBHEM 0€30MaCHOCTH U (PYHKIIMOHAIBHOCTHIO.

5.8 TlonuTrKa HUKHETO YPOBHS, ONPEIEIAeT NPOUEAYPhl, U IPABUIA JOCTHKEHHS LIeJIeH 1
pelieHuss 3amad4 0e30MacHOCTH MEPCOHAJBHBIX JAaHHBIX U JIETAIM3UpPYeT (periaMeHTHPYEeT) 3TU
IpaBuiIa:

— KAaKOBBI POJIH U 0053aHHOCTH JTOJKHOCTHBIX JIMLI, OTBEYAIOIIHNE 32 TPOBEICHUE MTOJTUTUKU

0€30MacHOCTH MEePCOHATBHBIX JAHHBIX;

— KTO MMEET IpaBa J0CTyMNa K MePCOHaIbHBIM JJAHHBIM, KTO U MPU KAKUX YCIOBUIX MOXKET

YUTATh U MOIU(ULIMPOBATH EPCOHAIBHBIE TaHHBIE U T.1I.

5.9 IlonmnTHKa HM>)KHETO YPOBHS JOJDKHA!

— IpeaycMaTpuBaTh  periiaMeHT  HMH(OPMALMOHHBIX  OTHOUICHWM,  MCKIIIOYAOLIUX

BO3MOXXHOCTh IPOU3BOJIbHBIX, MOHOIOJbHBIX WM HECAaHKIMOHUPOBAHHBIX JIEHCTBUN B

OTHOLICHUH UH(POPMALMOHHBIX PECYPCOB;
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— ONPEIENATh KOATUIMOHHBIE U NEPAPXUUECKNE IPUHIIUIIBI U METO/IbI PA3AEICHUS CEKPETOB

U pa3rpaHUyuEHUs JOCTYIA K IEPCOHAIbHBIM JaHHbIM;

— BBIOMpaATh IPOrpaMMHO-TEXHUUYECKUE (amnmapaTHble) cpeacTtBa nporusoneiictesus HC/,

ayTeHTU()UKALMU, aBTOPU3ALMHU, HIEHTHU()UKALMU U JAPYTrUX 3allUTHBIX MEXaHU3MOB,

o0eCreYnBaOIMX TapaHTHH  pealM3alid NpaB U  OTBETCTBEHHOCTH CYOBEKTOB

MH(POPMAIIMOHHBIX OTHOLICHUH.

5.10 PersiamenTanus 10CcTyIa B IOMELICHUS

5.10.1 KomnoneHTbl HH()OPMAIIMOHHBIX CHUCTEM AKaJeMHH JIOJDKHBI pa3MeIlaThCcsi B
IOMEIIEHUAX, HAXOJAIIMXCS MOJ OXPaHOW WM HaOJIIOJCHUEM, MCKIIOYAIOIUM BO3MOKHOCTh
OECKOHTPOJBHOIO IPOHMKHOBEHUS B IIOMELICHHUS IIOCTOPOHHHUX JIMI U 00eCrneyrBaroluM
(GU3NYECKYI0 COXPAHHOCTb HAaXOJMIIMXCS B MOMEIEHHM 3alIUIIAEMbIX PECYpPCOB (JIOKYMEHTOB,
APM u 1.11.). YO0pKa TakuX MOMEUIEHUH TOJDKHA ITPOU3BOAUTHCS B MPUCYTCTBUU OTBETCTBEHHOI'O
COTPYAHHMKA, 32 KOTOPBIM 3aKpEIUICHBI JJAHHbIE KOMIIOHEHTHI, C COOJIIOJICHIEM Mep, UCKITFOYAIOIIIX
JIOCTYT IOCTOPOHHHUX JIML K 3aIUIIIAEMbIM HH(POPMAIIMOHHBIM pecypcam.

5.10.2 Bo Bpemst 00paOOTKH NEPCOHATBHBIX JAHHBIX B TaKUX MOMEIICHUIX JOJIKEH
NPUCYTCTBOBATh TOJBKO MEPCOHAN, MJONYLICHHBIH K padoTe C MEepCOHATbHBIMH JaHHBIMH.
3ampemaercss NpUeM IOCETUTeNed B IOMEIICHUAX, KOIJa OCYyLIeCTBIseTcs 00paboTka
HEPCOHAIBHBIX JaHHBIX.

5.10.3 Ilo okoH4YaHuu paboyYero AHs, NOMEIIEHUs, B KOTOPBIX Pa3MEIlaloTCsi KOMIIOHEHTBI
MH(POPMALIMOHHBIX CUCTEM AKaJIeMHH, JOJKHBI 3aIIMPATHCSI HA KITIOY.

5.10.4 B cinydae ocHaileHHs MOMEIIEHUH CpeACTBaMU OXPAHHOM CHTHAIU3alUM, a TaKXKe
AaBTOMATHU3UPOBAHHOW CUCTEMOH NpUeMa U PErUCTPallii CUTHAJIOB OT 3TUX CPEJCTB, IpUEM-cayua
TaKUX IOMEILEHUHN IO/ OXpaHy OCYIIECTBISETCS Ha OCHOBAHMHU CIIELUANIbHO pa3zpadarbiBaeMOi
MHCTPYKLHUH.

5.11 PernamenTanus gomycka COTpyAHUKOB K HCIOIb30BaHUIO HHPOPMAIIMOHHBIX PECYPCOB

5.11.1 B pamkax pa3pemmTenbHON cUCTeMbl (MaTpULbl) JOCTYyIA YCTaHABIUBAETCA: KTO,
KOMY, Kakyi HMH(pOpMAIMioO M U1 KaKoro BHJA JIOCTYNa MOXET IpPelOCTaBUTh M MpPU KaKUX
YCIIOBUSX.

5.11.2 lonmyck momb3oBarenei k pabore ¢ MH(OPMAIMOHHBIMU CHUCTEMaMu AKaJeMHUU U
JIOCTYIl K €€ pecypcaM JOJKEH OBITh CTPOro perjaMeHTHpoBaH. JItoOble M3MEHEHUs cocTaBa U
MOJIHOMOYHH 1OJIb30BaTeNel MOJCUCTEM JOJIKHBI IPOU3BOJUTHCS YCTAHOBIEHHBIM MOPSIKOM.

5.11.3 VYpoBeHb MOJHOMOYUHN KaXXJIOTO TI0OJb30BATENsl OIpPEAEsSeTCs] HWHIMBUIYAJIBHO,
coOIro/1ast CIeAyIoNIe TpeOOBaAHNS:

— KaXJbI COTPYIHUK MOJIb3YETCS TOIBKO NMPEANUCAHHBIMUA €MY ITpaBaMH 110 OTHOILIEHUIO K

MEePCOHANBHBIM JaHHBIM, C KOTOPHIMM €My HeoOxonnMa paboTa B COOTBETCTBUU C

JOJKHOCTHBIMU 00S13aHHOCTSMHU. Pacuimpenue npas 10CTyIa U MpeJocTaBiIeHUe JOCTyMa K

JIOTIOJIHUTENbHBIM HMH(OPMALIMOHHBIX pecypcaM, B 00f3aT€IbHOM MOPSKE, JIOJKHO

COIJIACOBBIBAThCS C OTBETCTBEHHBIMU 32 OpraHU3alnio 00paboTKH MepCOHATbHBIX JAHHBIX;

— PYKOBOJIUTENb AKaJeMHUU UMEET MpaBa Ha MPOCMOTP MHPOPMAILIMU CBOUX MOAUYMHEHHBIX

TOJIbKO B YCTaHOBJIEHHBIX IIpe/elaX B COOTBETCTBUU CO CBOWMHU JIOJDKHOCTHBIMHU

0053aHHOCTSIMH.

5.12 Bce coTpyaHukH AxajieMUd W OOCITYXXUBAIOIIMK IEpPCOHaN, MJOJDKHBI HECTH
NEPCOHATBHYIO OTBETCTBEHHOCTh 3a HApyLICHHs YCTaHOBJICHHOTO TOpsjaKa 00paboTKU
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MEPCOHANIbHBIX JIAHHBIX, MPABWJI XpaHEHUs, HUCIMOJIb30BAaHUSA U TMepefadyd HaXOISAIIMXCS B HUX
pacropsDKEHUU 3alUIIAeMbIX PecypcoB cUcTeMbl. Kakaplil coTpyqHUK (IIpH MpuemMe Ha padoTy)
JOJKeH TOJMHUCHIBaTh 00s3aTeNIbCTBO O COOJIIOJIGHUM U OTBETCTBEHHOCTH 3a HapylIeHHE
YCTaHOBJICHHBIX TPEOOBAaHUI MO0 COXPAHEHUIO MEPCOHANBHBIX TAaHHBIX AKaJIeMUH.

5.13 O6paboTka NEPCOHAIBHBIX [AaHHBIX B KOMIIOHEHTaX HH(GOPMAIMOHHBIX CHUCTEM
AkazneMuu J0JDKHA IPOU3BOJIUTBCS B COOTBETCTBUU C YTBEP)KIECHHBIMU TEXHOJIOIMYECKUMHU
UHCTPYKIUSMH.

5.14 PernameHnrtanusi MpOLECCOB OOCITYy)XKMBaHUS W OCYUIECTBJICHUS MOAUDUKAIUU
anmnapaTHbIX U NPOrPaMMHBIX PECYPCOB

5.14.1 B umensx mnomnepkaHusi pexuma HWHOOPMAIMOHHOW O€30MacHOCTH amnmnapaTHO-
nporpaMMHasi KOHGUrypalush aBTOMaTHU3UPOBAHHBIX PabOYMX MECT COTPYJIHUKOB AKaJE€MHUU, C
KOTOPBIX BO3MOXKEH JIOCTYI K pecypcaM HH(GOPMAIMOHHON CHUCTEMBI, JOKHA COOTBETCTBOBATh
KpPYTy BO3JIO)KEHHBIX Ha JIaHHBIX MOJIb30BaTeNel (QYHKIIMOHATBHBIX 00S3aHHOCTEH.

5.14.2 B kommnoHeHTax MHGOPMAIIMOHHON CUCTEMBbI U Ha paboYMX MecCTaxX IMOJb3oBaTeneit
JIOJIKHBI YCTAHABIMBATHCS M UCII0JIb30BATHCS JIULIEH3MOHHBIE IPOTrPAMMHBIE CPEICTBA.

5.14.3 OGecnieyenne 1 KOHTPOIb (PU3NIECKOH LEIOCTHOCTH (HEM3MEHHOCTH KOH(pUTYpanun)
anmnapaTHbIX PeCypcoB

5.14.4 O6opynoBanue HHPOPMAITMOHHON CHCTEMBI, UCIIOIB3YEMOE JUISI TOCTYTIa U XPaHCHUS
MEPCOHAIBHBIX JaHHBIX, K KOTOPOMY JOCTYyN OOCIYKHMBAIOIIErOo I[EpcoHana B IMpoLecce
JKCITyaTalluu He TpeOyeTcs, Mocie HalaJ04YHbIX, PEMOHTHBIX M HMHBIX PabOT, CBA3AHHBIX C
JIOCTYIIOM K €r0 KOMIIOHEHTaM J0JKHO 3aKpPbIBAThCA.

5.15 IMon6op 1 MOAroTOBKA MepcoHaia, 00yueHrne mojib30BaTenei

5.15.1 Tlonp3oBatenu WHGOPMAIIMOHHBIX CHUCTEM AKaIeMUU, a TaKKe PYKOBOASAIINK U
00CITyKUBAIOLIUI EPCOHAN TOJIKHBI OBITH O3HAKOMJIEHBI CO CBOMM YPOBHEM MOJIHOMOYH, a TAKKe
OPraHU3ALMOHHO-PACHOPSAUTENBHON, HOPMATUBHOM, TEXHUYECKOW H  AKCIUTyaTallMOHHOW
JIOKYMEHTallMel, Oomnpeensomeil TpeOoBaHus U MOPSJIOK 00pabOTKH MEPCOHAIbHBIX JaHHBIX B
Akagemun.

5.15.2 OGecnieueHne 0e30MaCHOCTH MEPCOHANBHBIX JAHHBIX BO3MOXKHO TOJIBKO IIOCTE
BbIpaOOTKH y MOJb30BaTeNel ONpeeNeHHON KyJIbTyphl pabOThl, T.€. HOPM, OOS3aTEIbHBIX IS
HCIIOJTHEHUS] BCEMHU, KTO paboTaeT ¢ HHPOPMAIIMOHHBIME pecypcamu Akanemuu. K Takum HOpmam
MOKHO OTHECTH 3amlpeuieHHe IIOOBIX YMBIIIIEHHBIX WM HEYMBIIIJICHHBIX JEeHCTBUN, KOTOPHIE
HapylLIaloT HOPMAJIbHYIO pabOTy KOMIIOHEHTOB MH()OPMALIMOHHBIX CUCTEM AKaJEeMHH, BbI3BIBAIOT
JIOTIONTHUTEIIbHBIE 3aTpaThl PECypCcoB, HApyIIAIOT LEJIOCTHOCTh XpaHUMOM M 00pabaTbiBaeMoOi
uH(pOpMallii, HAPYIIAIOT HHTEPEChl 3aKOHHBIX M0JIb30BaTENeH, BlIaJeNblEeB WM COOCTBEHHUKOB.

5.15.3 Bce mnonp3oBatenu WHOOPMAIMOHHBIX CHCTEM AKaJEeMUU JIOJDKHBI  OBITh
O3HAKOMJIEHBl C OpraHU3allMOHHO - PACHOPSAMTENbHBIMU JIOKYMEHTaMH [0 OO0ECleYeHUI0
0€30MacHOCTH TEPCOHANBHBIX JAaHHBIX AKaJeMHH, B YacTH, WX KacarolleWcs, OJDKHBI 3HATh U
HEYKOCHHUTEJIBHO BBIMOJHATh WHCTPYKIMHM M 3HaTh OOIIME OOS3aHHOCTH 10 00eCHeueHHIo
0€30MaCHOCTH MEePCOHAIBHBIX JAaHHBIX. JloBeneHne TpeOGoBaHMM yKa3aHHBIX JOKYMEHTOB JO JIMII,
JIOTIYIIEHHBIX K 00paboTKe 3alUIIaeMbIX MEePCOHANBHBIX JaHHBIX, TOJKHO OCYIIECTBISATHCS O]
POCIIHCE.

5.16 OTBETCTBEHHOCTh 3a HAapyIIECHHs YCTAaHOBJIEHHOTO MOPSIKA MOJIb30BaHMS pecypcaMu
MH(OPMALIMOHHBIX cUCTEM AKaJeMHUU
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5.16.1 Mepa OTBETCTBEHHOCTM II€pCOHANa 3a JACWCTBUS, COBEPLIECHHBIE B HapylIECHUE
YCTaHOBJICHHBIX MpaBuil oOecrieueHus 0e30macHoi paboThl ¢ MEPCOHAIBHBIMU JAaHHBIMU, JOJDKHA
OTIPEIeNIATHCS HAHECEHHBIM yIIepOoM, HalW4YHeM 3JI0r0 yMbIciaa W JAPYruMu (akTopamu I0
YCMOTPEHHIO pyKOBOJICTBA AKaJeMUH.

5.16.2 Jlna peanu3zanuu NpUHIKIIA NEPCOHAIBHON OTBETCTBEHHOCTH MOJIb30BATEIIEH 33 CBOU
JecTBUSL HEOOXOTUMBI:

— WHAMBUIyalbHas MACHTH(UKALNS MOIH30BATENCH M WHUIIMUPOBAHHBIX UMH MPOLIECCOB,

T.€. yCTaHOBJICHHE 32 HUMH uaeHTU(uKaTopa (login, Username), Ha 6aze KoTOporo Oynaer

OCYIIECTBISITHCS Pa3rpaHUYCHUE JOCTyIa B COOTBETCTBUU C MPUHLUIIOM 00OOCHOBAaHHOCTHU

J0CTyTIa;

— TpOBEpKa MOJUIMHHOCTH IOJIb30BaTeNel (ayTeHTH(UKAILKsI) Ha OCHOBE MapoJIeH;

— peakuus Ha MOMBITKM HECAaHKIIMOHUPOBAHHOTO JOCTyMa (CUrHanu3aius, OJIOKUPOBKa U

T.J.).

5.17 Cpencta obecriedeHusi 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX

5.17.1 CpencTtBa 3alIMTHI JOJDKHBI MPUMEHSTHCS KO BCEM pecypcam HH(OPMAIMOHHBIX
cucteM AKaJeMuH, HE3aBUCUMO OT UX BuIa U (popmbl npeacraBieHus unpopmanuu B Hux. s
obecrieyeHnss WHHOPMAITMOHHON O€30MaCHOCTH AKaJIEeMHUH HCIIONB3YIOTCS CIEIyIOIIUEe CPEACTBa
3allUTHL:

— ®usnueckue Mepbl 3aIIUTHI;

— TexHuueckue (anmapaTHO-IPOrPaMMHBIE) MEPHI 3aLUTHI;

— CpenctBa uneHTU(UKALNY U ayTeHTU(UKALIMU T0JIb30BaTEICH

— Cpencrsa pa3rpaHUyeHUs 10CTYIIa;

— CpenctBa obecrieueHus: 1 KOHTPOJIS LIEIOCTHOCTH;

— CpencTBa onepaTUBHOIO KOHTPOJIS M PErUCTpallu cOOBITHI 6€30MacHOCTH.

5.17.2 ®usnueckue Mepsl 3alUThl OCHOBAHBI HA IPUMEHEHHUHU PAa3HOTO PoJia MEXaHUYECKHUX,
NIEKTPOHHBIX WM  DJIEKTPOHHO-MEXAHWYECKHMX YCTPOMCTB M COOPYXKECHMM, CIIELHAIbHO
npeJHa3HAYSHHBIX U1 CO3/IaHMsl (PU3MUECKUX MPENATCTBUNA HAa BOSMOXKHBIX ITyTSAX MPOHUKHOBEHUS
U JI0CTyIa MOTEHIMATbHBIX HapyIINTENIEeH K KOMIOHEHTaM CUCTEMBI U 3aIIUIIaeMbIM IT€PCOHABHBIM
JaHHBIM, a TaKXe TEXHUUYECKUX CpPEICTB BU3YaJIbHOIO HAONIOACHUS, CBSI3U W OXpaHHOU
curHanuzauuu. s oGecrnieueHus: Qpu3nyeckoil 0€30MacHOCTH KOMIIOHEHTOB HH(OPMAaIlMOHHBIX
cucteM AxkaJgeMHMM HEOOXOAMMO OCYIIECTBISATH pPsiJ OPraHU3allMOHHBIX M TEXHHUYECKUX
MEPONPUITHH, BKIIOYAIOIIMUX: IPOBEPKY 0O0OpYyIOBaHMs, NpeJHA3HAYEHHOro [uisi 00paboTKu
NEPCOHAIBHBIX JIaHHBIX, HA:

— HAJIWYME CHelHaTbHO BHEJPEHHBIX 3aKJIAHBIX YCTPOICTB;

— BBEJICHUE JOTOJIHUTEIbHBIX OTPAaHUUYEHUH 0 JOCTYIy B MIOMEIICHHUS, TPeHa3HAUYECHHbIE

JUTSI XpaHEHUs 1 00pabOTKH MEPCOHATBHBIX JTAHHBIX;

— oOopynoBaHue cucteM HMHPOPMATH3AIMKM  YCTPOMCTBAMHM  3allUTBI  OT cOOeB

AJIEKTPONTUTAHUS U TOMEX B JIMHUAX CBS3H.

5.17.3 TexHuueckue (ammapaTHO-IPOrpPaMMHBIE) MeEpbl  3allMThl OCHOBaHbl Ha
MCIIOJIb30BAaHUU Pa3IMUHBIX IEKTPOHHBIX YCTPOMCTB M CHEIMAIBHBIX MPOrPAMM U BBITOIHSIOMINX
(caMOCTOATENBHO WM B KOMILJIEKCE C IPYTHUMH CPEeACTBaMU) GYHKIIUH 3aIIUThI (MACHTUPUKALIUIO 1
ayTeHTU(UKALMIO TOJIb30BaTeNIeH, pasrpaHUUEHUe JIOCTyNa K pecypcam, PEerUCTpaluio COOBITUH,
Kpunrorpaduaeckoe 3akpbITHe HHHOPMAIMH | T.1T.).
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5.17.4 C yuetom Bcex TpeOOBaHMIA M IPUHIMIIOB 00ecTieyeHHnst 0€30IacHOCTH NEPCOHATBLHBIX

JIAHHBIX 10 BCEM HAIPaBJIEHUSAM 3aIlUThl B COCTAB CHCTEMBI 3alIUTHI JIOJDKHBI OBITH BKJIIOUEHBI
CJICYIOIINE CPEACTRA!

3aaad:

— CpeICTBa Pa3rpaHUYEHUs T0CTyNA K JaHHBIM;
— CpelCcTBa PETUCTPAIIMU JOCTYIA K KOMIIOHEHTaM NUH(OPMAITMOHHON CHCTEMbI U KOHTPOJIS
3a UCTOJIb30BaHUEM HH(OpPMAIINH;

— CpeICTBa pearupoBaHuUs Ha HAPYIIEHHUs peXuMa HH()OPMAIIMOHHON 0€301acHOCTH.

5.17.5 Ha texHuYecKHue CpencTBa 3alllUThl BO3JIATA€TCsl PELICHUE CIEAYIOIIUX OCHOBHBIX

— uAeHTUGUKAIMS U ayTeHTH(UKaNWs TOJb30BaTENed TpU TIOMOIIM HMEH WU
cnenuanbHbIX anmapaTHeix cpeacts (Touch Memory, E-Token, Smart Card u 1.11.);

— periiaMeHTanus ¥ yIpaBJieHUE JOCTYIIOM T0JIb30BATENICH B IIOMEIIEHHS, K (PU3MYECKIM U
JIOTHYECKUM YCTPOUCTBAM;

— 3alMTa OT IPOHUKHOBEHHS KOMITBIOTEPHBIX BHPYCOB M Pa3pyIIUTEILHOTO BO3ACHCTBUS
BPEIIOHOCHBIX MTPOTPaMM;

— peructpamnus BCEX JCHCTBUH IOJB30BATEIs B 3alUIICHHOM JKypHalle, HaJIU4ne
HECKOJIbKUX YPOBHEU PErHCTPALNY;

— 3alWTa JIaHHBIX CUCTEMBI 3alMThI Ha (aiiJIOBOM cepBepe OT AOCTYyIa IMOJIb30BaTele, B
YbH JIOJDKHOCTHBIE 00513aHHOCTH HE BXOAUT padboTa ¢ HH(pOpMaIui, HaXOAIIecs Ha HEM.
5.17.6 B nensx npenotBpameHus paboTsl ¢ pecypcamu HH)OPMAITMOHHBIX CUCTEM AKaJIeMUU

IMOCTOPOHHUX JIUI] HCO6XOI[I/IMO 00ecrneyuTh BO3MOKHOCTD PacCllO3HaBaHUA KaXXA0ro JICTaJIbHOI'O
IIOJIB30BAaTCIA (I/IJ'II/I rpyni HOHLSOBaTeHeﬁ). HJ’IH I/IIIGHTI/I(bI/IKaI_II/II/I MOTYT HNPpUMCHATHCA PA3JIMIHOTO

poaa YCTpOﬁCTBaZ MAaruuTHBIC KapTO4YKH, KJIIFOYH, KITFOYCBBIC BCTABKH, TUCKCTHBI U T.II.

5.17.7 Ayrentudukanus (MOATBEPKIECHUE MOJITMHHOCTH) TOJb30BaTeNel TaKKEe MOXKET

OCYHICCTBIIATBHCA:

— IyTeM NpPOBEPKHM HAJIU4YMs Yy TOJb30BaTeNIed KaKUX-IHOO CHENMAJIbHBIX YCTPOMCTB
(MarHMTHBIX KapTOYEK, KJIIOYEH, KIIFOYEBbIX BCTABOK U T.11.);

— IIyTEM NPOBEPKH 3HAHMSI UMHU NIApOJIEH;

— IyTEeM TNPOBEPKH YHHUKAJIBHBIX (PU3MUYECKUX XapaKTEPUCTHK M IapaMeTpoOB CaMUX
I10JIb30BATENEH MPU MOMOIIHU CHEHATBHBIX OMOMETPUYECKUX YCTPOICTB.

5.17.8 30HBI OTBETCTBEHHOCTHM WU 3aJladyl KOHKPETHBIX TEXHUUYECKHUX CPEICTB 3alUThI

YCTaHaBJIIMBAOTCA UCXOO U3 UX BO3MOXKHOCTEH U 9KCIUTYAaTaHUOHHBIX XaPaKTCPHUCTUK, OITMCAHHBIX

B JOKYMCHTAllMU HA JAHHBIC CPCACTBA.

5.17.9 TexHmueckue CpcACTBa pa3rpaHUYCHUA AOOCTYyIla HOJIZKHBI ITO BO3MOXKHOCTHU OBITh

COCTaBHOM YaCThIO €IMHOM CHCTEMEI KOHTPOJIA JOCTYyIIa:

— Ha KOHTPOJIMPYEMYIO TEPPUTOPHIO;

— B OT/IEJIbHBIEC TOMEILLEHUS;

— K KOMIIOHEHTaM HH(GOPMAIMOHHON cpelbl AKaJAeMHMHM U 3JE€MEHTaM CHCTEMBbl 3alllUThI
MEePCOHANBHBIX JTaHHBIX ((PU3NUECKU JOCTYyM);

— K uH(QOpPMalMOHHBIM pecypcaM (JOKyMEHTaM, HOcUTeNsM uHopManuu, daiinam,
HabopaM JTJaHHBIX, ApXUBaM, CIIpaBKaM U T.11.);

— K aKTUBHBIM pecypcaM (IIPUKJIaIHBIM IPOrpaMMaM, 3aJa4yaM U T.1I1.);
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— K OIEpaLlMOHHON CUCTEME, CUCTEMHBIM IPOrpaMMaM M IporpamMMaM 3aluThl.

5.17.20 CpencrBa o0ecriedeHUs LIETOCTHOCTH BKJIIOYAIOT B CBOM COCTAB CPEJICTBA PE3EPBHOIO
KOIIMPOBaHUs, IPOrpaMMbl AHTUBUPYCHOM 3alUTHI, IPOrpaMMbl BOCCTAaHOBJIEHUS LEIOCTHOCTU
OTICPAITMOHHOM cpeibl U 0a3 TaHHBIX.

5.17.21 CpenctBa KOHTPOJIS HEIOCTHOCTH HWH(POPMALMOHHBIX PECYpPCOB  CHUCTEMBI
IpelHa3HaYeHbl ISl CBOEBPEMEHHOr0 OOHapyXeHHs MOJU(GUKALUU WM HCKaXKEHHs] PecypcoB
cuctemMbl. OHM TO3BOJIAIOT OOECMEUUTh MPABWIBHOCTh (DYHKIIMOHUPOBAHUSI CHCTEMBI 3aIUTHI U
LEJIOCTHOCTh XpaHUMOI 1 0OpabdaTeiBaeMoi HHGOpMAIUH.

5.17.22 KoHTpoJsib 1IETOCTHOCTH MH(GOPMAIIMU U CPEJCTB 3aIlIMTHI, C IEIbI0 00ecIeueHus
HEU3MEHHOCTH HH()OPMAIIMOHHOW Cpe/bl, OINpeAeNsseMO TMPEAYCMOTPEHHON TEXHOJOTHEH
00paboTKH, U 3AIUTHl OT HECAHKIIMOHHUPOBAHHOW MOJIU(UKAIINK MTEPCOHATBHBIX JAaHHBIX JOJKEH
o0OecnieunBaTbCs:

— CpeAcTBaMU pa3rpaHUyYEHHUs J0CTyna (B MOMENIEHMs, K JOKYMEHTaM, K HOCHUTEISIM

nHpOpMaINH, K cepBepaMm, JOTHYECKUM YCTPOUCTBAM U T.I1.);

— CpencTBaMHU IEKTPOHHON MOJITUCH;

— CpeacTBaMH TMOJCYETa KOHTPOJBHBIX CYMM (ISl HCIOJB3YEeMOTO MpPOrpaMMHOTO

obecrieueHus).

5.17.23 CpenctBa OOBEKTUBHOTO KOHTPOJS JOJDKHBI OOecreyuBaTh OOHapy>KeHUE U
pPErucTpalmio Bcex coObITUH (neiicTBuil monb3oBaresneit, nmonbitok HCJ[ u T.1m.), KOTOpble MOTYT
MIOBJIEYb 332 COOOW HapylIeHHe OE30MaCHOCTH U PUBECTH K BOSHUKHOBEHHIO KPU3UCHBIX CUTYAIIHH.
AHanm3 CcoOpaHHOH CpeACTBaMH pETHCTpalud WH(POPMAUK TO3BOJSET BBIIBUTH  (DaKTHI
COBEpILEHHS HAPYIICHH, UX XapaKTep, MOJICKa3aTh METOJ] €ro paccie0OBaHMs M CIOCOOBI TIOMCKA
HapylmuTenss M HchpaBieHus cuTyauud. CpeacTBa KOHTPOJS M PETUCTpalMM  JOJIKHBI
IIPEIOCTABIISATE BO3MOKHOCTH:

— BEJCHUSA M aHalM3a >XXYPHAJIOB pPETUCTpPAllUU COOBITHUH 0€30MacHOCTH (CUCTEMHBIX

KYpHAJIOB);

— TMOJIy4eHHMsI TBEpAOM KOMMHM (IIe4aT) KypHaja perucTpaii coobITHIl 0€3011acCHOCTH;

— YHOpSAOYEHUS KyPHAJIOB, a TAK)XKE YCTAHOBJICHHS OTPaHUYEHHUI HA CPOK UX XPaHEHUS;

— OIEepPaTHBHOIO OMOBEIICHUs OTBETCTBEHHOT'O 3a OPraHMU3aLUI0 00pa0OTKH NEPCOHATIBHBIX

JAHHBIX O HAPYIIECHHUSX.

5.17.24 Tlpu peructpauuu COOBITHIM O€30MaCHOCTH B KypHajie JOJKHA (PUKCHPOBATHCS
cieayouias nHpopMaus:

— Jarta 1 Bpemsi COOBITHS;

— UACHTUPHUKATOP CyOBEKTa, OCYIIECTBISIONIETO PETUCTPUPYEMOE JIeHCTBUE;

— JeicTBUe (TUM AOCTYIIA).

5.17.25 Koutposb 3(PGEeKTUBHOCTH 3alUTHI TMEPCOHATBHBIX JTAHHBIX OCYIIECTBISETCS C
L[EJIbI0 CBOEBPEMEHHOI'O BBISBJIICHUS M MPEIOTBPALICHUS YTEUKH MEPCOHAIBHBIX JAHHBIX 3a CUET
HECaHKIIMOHMPOBAHHOTO JIOCTyIa, a TaKXe NPeayNnpexIeHUs BO3MOXKHBIX CHEIHAIbHBIX
BO3/ICIICTBUII, HamNpaBlIE€HHBIX HAa YHUYTOXKEHHE MEPCOHAIBHBIX JaHHBIX, pa3pyLIeHHE CpPEICTB
uHpopmatuzanui. KoHTposib MOKET MPOBOIUTHCS MPUBJIEKAEMBIMU JUIS TOW 11€TH OpraHU3alMsIMY,
MMEIOLIUMHU JIMLEH3UIO HA 3TOT BUJ JEATEIBHOCTH.
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5.17.26 Ouenka >(QQPEKTUBHOCTH MEp 3allUThl MEPCOHAIBHBIX JAaHHBIX IMPOBOAUTCS C
UCTIONIb30BAHUEM TEXHWYECKUX M IPOrPaMMHBIX CPEICTB KOHTPOJIS Ha MPEAMET COOTBETCTBHUS
YCTaHOBJICHHBIM TPEOOBAHUSM.
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